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Abstract

Background: With the rise in technology, information security is
Article Information becoming increasingly crucial. Cryptography is identified as a key tool to
Submitted June 07, 2023 protect data and information from growing technological threats.
Revised Aug 09, 2023 Aim: The primary goal of this study is to improve text security by
Accepted Aug 12, 2023 integrating the Vigenere cipher with the Rubik's cube algorithm. This

innovative approach is aimed at strengthening the protection of textual
Keywords data against unauthorized access and eavesdropping. The feasibility of this
Technology; method is demonstrated through a simulation in the Python programming
Document files; environment, specifically in Google Colab.
Cryptography; Method: The study adopts a qualitative research methodology, enhanced
Encryption and decryption; by an empirical simulation. It involves the application of the Vigenere
Vigenere cipher; Cipher and the Rubik's Cube algorithm in a 4x4x4 format for encrypting
Rubik’s cube. and decrypting text, with simulations performed on the Google Colab

platform.

Results: The research indicates that the combination of the Vigenere
Cipher and the Rubik's Cube algorithm in a 4x4x4 configuration
effectively generates ciphertext. This result is substantiated by simulations
in Google Colab, showcasing the method's efficiency and practicality.
Conclusion: The study presents a significant advancement in text security
in the modern technological era. By merging the Vigenere Cipher with the
4x4x4  Rubik's Cube algorithm, it demonstrates a considerable
improvement in the confidentiality of sensitive textual information. The
practical application and effectiveness of this encryption method are
validated through empirical simulations in Google Colab, highlighting its
potential as a significant tool in information security.

INTRODUCTION

In the current technological era, information security is increasingly important (Al-Meer et al,
2023; Buser et al, 2023; Teranishi & Kogiso, 2023; Moosa et al, 2023; Dey & Dutta, 2023).
Human activities are mostly related to data, information, and communication, and our activities
are directly or indirectly related to computer technology devices (Syahib et al., 2017). Security
is a basic human need; one vital aspect is the security of text. However, this has received less
attention from designers and managers of information systems. The massive development of
technology has led to higher levels of threat to the security of data and information
dissemination (Luengo et al, 2023; Pirandola et al, 2023; Ye et al, 2023; Aissaoi et al, 2023,;
Schwiderowksi et al, 2023; Pocher et al, 2023; Chiu et al, 2023; Rehman et al, 2023; Huang et
al, 2023; Rupa et al, 2023; Jaithunbi et al, 2022; Ahamed & Krishnamoorthy, 2020). Recent
criminal wiretapping activities by other countries, and have caused serious problems, including
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in Indonesia. If not addressed immediately, such activities will have a major impact. The sectors
that have experienced the most hacks based on data from the National Cyber and Crypto
Agency (BSSN) are shown in Figure 1
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Figure 1. Column Chart of hacked sectors

The risk of data theft causes users to feel insecure if they have not taken action to secure
stored documents (Tampubolon, 2021). The main target of theft is digital documents that have
a high value (Auliaetal., 2019). Thus, a strong level of security for a file containing confidential
data is highly expected for all users who store important data in it. Cryptography can be the
right solution to protect against these crimes. Cryptography is a science that studies how to keep
data or messages secure from interference by third parties; this is achieved by using a
mathematical algorithm that converts data or information into a series of texts that are difficult
to understand so that only the intended users can read and process it (Padhye et.al, 2018).
Advances in computer science in the last 60 years have made cryptography a basic part of all
aspects of contemporary life. Cryptography studies the transmission of data that is encoded in
such a way that only the intended recipient can decode it (Baldoni et.al, 2008). Cryptography
is proven to be secure against certain types of attacks.

The main purpose of cryptography is to keep plaintext secret from eavesdroppers. Third
parties may try to modify messages that are in the data and are deemed to have full access to
the communication channel. Therefore, cryptography is expected to guarantee the truth of the
message (Delfs & Knebl, 2007). Cryptography converts data or messages into data that is
encoded by the sender. This process is known as encryption. Encryption is the process of
converting data or messages to be sent into a form that cannot be recognized by third parties.
After the data or message reaches the recipient, the recipient performs decryption which is the
opposite of encryption. Decryption can be interpreted as the process of changing the data or
message back to its initial form so that the data or message can be conveyed to the recipient.
The original data or message is called plaintext while messages that cannot be recognized by
third parties are called ciphertext (Sumandri, 2017). Many cryptographic algorithms are
designed to hide a message. Cryptographic algorithms are currently grouped into classical
algorithms and modern algorithms (Fatonah et al., 2016). One of the cryptosystems of
cryptography is the Vigenere Cipher. This cryptographic algorithm was published by a diplomat
and cryptologist from France, namely Blaise de Vigenere, but in fact, this algorithm was
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previously described in the book La Cifra del Sig. by Giovan Batista Belaso (1553) (Minarni
& Redha, 2020). The security of Vigenere Cipher depends on the number of keys used. One of
the advantages of the Vigenere Cipher is the algorithm for character encryption is relatively
simple but safe enough to guarantee confidentiality.

On the other hand, the cryptography of the 4 x 4 x 4 Rubik’'s Cube algorithm is famous
for its complexity. This is because of the various configurations generated by randomization,
which will increase the difficulty of guessing all keys. The basic idea of this research on
symmetric cryptography design based on the 4 X 4 x 4 Rubik's Cube is complexity and an
enormous number of possible guesses (Liwandouw & Wowor, 2016). Rubik's Cube was
invented in 1974 by the Hungarian sculptor and professor of architecture, Erno Rubik. In 2016,
Abitha and Pradeep proposed communication security based on the Rubik's Cube algorithm, in
which one of the steps is the use of the Rubik's Cube principle for encrypting an image (Nana
& Prasetyo, 2021).

Based on several previous studies, the authors propose an algorithm that combines the
Vigenere Cipher and Rubik's Cube 4 x 4 x 4 methods. In the method, a message or text is first
scrambled using the Vigenere Cipher method, and the ciphertext is obtained. The ciphertext
obtained in the first process is scrambled again using a 4 X 4 X 4 Rubik's Cube. The 4 X 4 X 4
Rubik's Cube is chosen so it can accommodate 64 characters. Combining the Vigenere Cipher
and the 4 X 4 x 4 Rubik's Cube to perform the encryption and decryption can improve data
security because the complexity of the ciphertext is more complicated than that obtained using
only one algorithm or using 3 x 3 x 3 Rubik'’s Cube.

METHODS

The method of this research is qualitative research with empirical simulation by using a google
colab. The cryptography method is one of the methods used to improve text security because it
can perform the process of encryption and decryption (Budiman & Paradise, 2019; Younus &
Hussain, 2022). Someone without a decryption key will be unable to retrieve the encrypted
document. The ciphertext will be decrypted using an agreed-upon key, and the original data
will be returned. In the not-too-distant future, the chances of someone without a decryption key
recovering the original text are extremely slim (Arifin et al., 2021).

The way the Vigenere cipher works is almost the same as the Caesar cipher. The Vigenere
cipher is one of the classical cryptographic algorithms that use the compound alphabetic
substitution method (Uniyal et al, 2021; Boussif et.al, 2020; Park et al, 2020; Grosek et al,
2019). Compound-alphabet substitution encrypts each letter using a different key, unlike the
Caesar cipher which uses the single-alphabet substitution method, encrypting all letters using
the same key (Hoerudin & Pratama, 2020; Bingol, 2022). The Encryption and Decryption
process in the Vigenere Cipher works by reading a word for a character, where if the message
sent exceeds the length of the key used, the key will be repeated until the message sent gets its
respective key (Amrulloh & Ujianto, 2019). Classical cryptography is a character-based
cryptographic algorithm, namely encryption and decryption are used for each character of the
message. The classical algorithm belongs to the symmetric cryptographic system (Permanasari,
2017), namely encryption and decryption techniques with the same technique or method or key
(Irawan, 2017).
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The testing process in this study was carried out with two encryption processes. The first
encryption uses Vigenere Cipher then the second encryption uses the 4 x 4 x 4 Rubik's Cube
algorithm. The Rubik’s Cube has 6 surfaces and has 6 different colors with dimensions of
4 x4 x4 (Yudanto & Suartana, 2022). Notation - movement notation on the 4 X 4 X 4

Rubik's Cube as follows:
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Figure 2. Cartesian coordinates of the movement of the 4 x 4 x 4 Rubik's Cube

After the decryption process using 4 X 4 x 4 Rubik's Cube method, a second decryption was
carried out using the Vigenere Cipher algorithm.

Table 1. 4 x 4 x 4 Rubik's Cube Movement Notation

Side

The direction of Movement on Rubik's Cube 4 x 4 x 4

F (Front)
F’ (F accent)
F2 (F double)
f (inner front)

f* (faccent)
f2 (f double)

B (Back)
B’ (B accent)
B2 (B double)
b (inner back)
b’ (b accent)
b2 (b double)

U (Up)

U’ (U accent)
U2 (U double)
u (inner up)
u’ (u accent)
u2 (u double)
D (Down)
D’ (D accent)
D2 (D double)
d (inner down)
d’ (d accent)
d2 (d double)
L (Left)

L’ (L accent)
L2 (L double)
| (inner left)

Front side rotation rotates around the z-axis by 90° clockwise

Front side rotation rotates around the z-axis by 90°counterclockwise
Front side rotation rotates around the z-axis by 180°

Inner front side rotation rotates around the z-axis by 90° clockwise

Inner front side rotation rotates around the z-axis by 90°counterclockwise
Inner front side rotation rotates around the z-axis by 180°

Rear side rotation rotates around the z-axis by 90° clockwise

Rear side rotation rotates around the z-axis by 90° counterclockwise
Rear side rotation rotates around the z-axis by 180°

Inner back side rotation rotates around the z-axis by 90° clockwise

Inner back side rotation rotates around the z-axis by 90° counterclockwise
Inner back side rotation rotates around the z-axis by 180°

Top side rotation rotates around the y-axis by 90° clockwise

Top side rotation rotates around the y-axis by 90° counterclockwise

The rotation of the top side rotates around the y-axis by 180°

The inner top side rotates around the y-axis by 90° clockwise

The inner top side rotates around the y-axis by 90° counterclockwise
Inner top side rotation rotates around the y-axis by 180°

Bottom side rotation rotates around the y-axis by 90° clockwise

Bottom side rotation rotates around the y-axis by 90° counterclockwise
Bottom side rotation rotates around the y-axis by 180°

The inner bottom side rotates around the y-axis by 90° clockwise

The inner bottom side rotates around the y-axis by 90° counterclockwise
Inner bottom side rotation rotates around the y-axis by 180°

Left side rotation rotates around the x-axis by 90° clockwise

Left side rotation rotates around the x-axis by 90° counterclockwise
Left side rotation rotates around the x-axis by 180°

Inner left side rotation rotates around the x-axis by 90° clockwise
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Side The direction of Movement on Rubik's Cube 4 x 4 x 4

I’ (1 accent) The inner left side rotation rotates around the x-axis by 90° counterclockwise
12 (I double) The inner left side rotation rotates around the x-axis by 180°
R (Right) Right side rotation rotates around the x-axis by 90° clockwise
R’ (R accent) Right side rotation rotates around the x-axis by 90° counterclockwise
R2 (R double) Right side rotation rotates around the x-axis by 180°
r (inner right) Inner right side rotation rotates around the x-axis by 90° clockwise
r’ (r accent) Inner right side rotation rotates around the x-axis by 90° counterclockwise
r2 (r double) The inner right side rotation rotates around the x-axis by 180°

The Vigenere Cipher encryption process is carried out in the following steps:
1. Determine the encrypted text, then divide it per block.
2. Determine the lock and key space to be used.
3. Convert letters by following ASCII table rules.
4. Text encryption with the Vigenere Cipher method.

Ci = ek(Pi) = ((PL+KL—64)m0d95) + 32
5. Ciphertext generated.

After the encryption process with the Vigenere Cipher method, the preliminary ciphertext
is obtained. The text will be used as the initial text in the second encryption process, namely by
using the 4 x 4 x 4 Rubik's Cube algorithm.

The 4 X 4 X 4 Rubik's Cube encryption process is carried out in the following steps:

1. Determine the position of the plaintext to be encrypted in 4 X 4 X 4 Rubik's Cube blocks.
2. Determine the plaintext per character in the specified block.

3. Fill all the remaining blocks with an “X”.

4. Determine the key to use.

5. Obtaine ciphertext.

The encryption process is carried out by combining two methods, namely Vigenere
Cipher and the 4 x 4 x 4 Rubik's Cube. The first process uses the Vigenere Cipher method,
and the second uses the 4 x 4 x 4 Rubik's Cube. The process is carried out sequentially and the
ciphertext obtained from the first process becomes the plaintext of the second process, which
is the final ciphertext. As for the decryption process, it is done the other way around.

The decryption process in Rubik's Cube algorithm can be done by the reverse of the encryption
process (Ma’rifah, 2022). The decryption process using the 4 X 4 x 4 Rubik's Cube method is
carried out with the following algorithm:

Form a Rubik based on the given key.

Insert ciphertext sequentially based on a predetermined order.

Determine the inverse of the key.

Returns the Rubik's Cube with the inverse of the key.

Enter the plaintext that matches the ciphertext into the decryption of the Vigenere Cipher.

he Vigenere Cipher decryption process is carried out in the following steps:
Insert the decrypted ciphertext, then divide it per block.
Determine the lock and key space to be used.
Convert letters by following ASCII table rules.
Text decryption with the Vigenere Cipher method.
Pi = dk(Cl) = ((Cl—Kl)m0d95) + 32

PO PEAH OrwDdDE

o

Get plaintext.
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RESULTS AND DISCUSSION

Encryption Process by Using Vigenere Cipher

Plaintext : Universitas Ahmad Dahlan memperoleh Akreditasi Institusi “A” tahun 2017.
Key : Matematika 2018

Plaintext and keys are substituted into numeric form based on the values in the American
Standard Code for Information Interchange (ASCII) table.

Table 2. Substitution of plaintext and key into ASCII table

P; U n i \ e r S | t a
ASCII Value 85 110 105 118 101 114 115 105 116 97
K; M a t e m a t I Kk a
ASCII Value 77 97 116 101 109 97 116 105 107 97
P; S (space) A h m a d (space) D a
ASCII Value 115 32 65 104 109 97 100 32 68 97
K; _ 2 0 1 8 M a T e m
ASCII Value 95 50 48 49 56 77 97 116 101 109
P; H I a n (space) m e M p e
ASCII Value 104 108 97 110 32 109 101 109 112 101
K; A t i k a _ 2 0 1 8
ASCII Value 97 116 105 107 97 95 50 48 49 56
P; R 0 I e h (space) A K r e
ASCII Value 114 111 108 101 104 32 65 107 114 101
K; M a t e m a t [ k a
ASCII Value 77 97 116 101 109 97 116 105 107 97
P; D i t a S i (space) [ n S
ASCII Value 100 105 116 97 115 105 32 73 110 115
K; _ 2 0 1 8 M a T e m
ASCII Value 95 50 48 49 56 77 97 116 101 109
P; T i t u S i (space) « A “
ASCII Value 116 105 116 117 115 105 32 34 65 34
K; A t i k a _ 2 0 1 8
ASCII Value 97 116 105 107 97 95 50 48 49 56
P; (space) t a h u n (space) 2 0 1
ASCII Value 32 116 97 104 117 110 32 50 48 49
K; M a t e m a t [ k a
ASCII Value 77 97 116 101 109 97 116 105 107 97
P; 7 .
ASCII Value 55 46
K; _ 2
ASCII Value 95 50

After the substitution, the encryption process is carried out one by one as follows:

Ci: ek(Pl) :((PL+KL —64') m0d95) + 32

S
|

((85+77 —64) mod95) +32=35=#
= ((P,+K, — 64) mod 95) + 32

(110 + 97 — 64 ) mod 95 =80 = P
C; = ((P;3+K; —64)mod95) + 32

= ((105+ 116 —64) mod 95) +32 =92 = *
668 =((P68+K68—64‘)m0d95)+32

= ((50 4 105 — 64 ) mod 95) + 32 = 123 ={
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C69 =((P69+K69_64‘)m0d95)+32
((48 + 107 — 64 )mod 95) + 32 = 123 = {

C70 = (( P70 +K70 _64‘)m0d 95) + 32
=((494+97-64)mod95)+32 =114 =r
C71 = (( P71 +K71 _64’)m0d 95) + 32

((554+95—64)mod95)+32 =118 =v
C72 =((P72+K72_64‘)m0d95)+32
=((46+50—64)mod95) +32 =64 =@

Based on the encryption process above, the ciphertext obtained is as follows:

#PM\SThS'CS2Qy&/Ft x OjaKZaMw}"}@QaKVa6U"GD{%r, 7a
> TaV " aUI22R: MVVNcPt{{rv@

4 X 4 X 4 Rubik’s Cube
Plaintext :
#P"M\SThS'CS2Qy&/Ft x OJaKZaMw}'}@QaKVa6U"GD{%r, 7a
> TaV""aUI22R: MVVNcPt{{rv@
Key:R—L —U2—-D—-F—-B2-U'

1 2 3 4

# P " \

5 6 7 8

3 T h s

9 10 1 | 12

: c s 2

13 14 [ 15 | 16

Q ¥ & /
17 18 19 20 33 34 35 36 49 50 51 52 65 66 67 68
F t S 0 K v a T a v a c P t {
21 22 23 24 37 38 39 40 53 54 55 56 69 70 71 72
] a K z 6 u o G U I { @
25 26 27 28 41 42 43 44 57 58 59 60 73 74 75 76
M w } D { % r 2 2 R : X X X X
20 [ 30 | 31 | 32 | 45 [ 46 | 47 | 48 | 61 | 62 | 63 64 | 77 | 78 | 79 | 80
c ) @ 7 > M v v N X X X X

81 82 83 84

X X X X

85 | 8 | 87 | 88

X X X X

8 | 90 | 91 [ 92

X X X X

93 | 94 | 95 [ 96

X X X X

Figure 3. Initialize encryption process with the 4 x 4 X 4 Rubik's Cube

The first step, at the initialization stage of the Rubik's Cube, rotates around the x-axis by 90°
clockwise on the right side (R). So the resulting Rubik's Cube block position is as follows:

sle |~ #|plafa

s|tlnls s|T|hl|c

Tels]2 c|s|r

ofv|al/ Qlye&]>
Fle|l=lolalx|v]alr|apwl~]c|[r]c]¢ Fle|*|ofa|k|v|x|m|z|~[T|/|P|t]¢
jalgz]efv][ ][~ falu]t]([s]v]e| [1]alx]z]e]u]2]x]|v]2]alal2]r]|v]e
aMw}D{%r(ZR:xxxx alM|w|3|D|{|w|[x|v|rR|U[V]S|x|x]x
vielaol, [7]a]>mv]v]n]x|[x]x]x yelal, [7]alx|n]:[r]~[\][x]|x]|x

x|x[x|x x| x|[x]x

x|x|x|x x| x|x|x

X[x|x]x X|X[x]|¢

X|X|[X|[X X|X|X|c

Figure 4. Initialize encryption process with the 4 x 4 x 4 Rubik’s Cube first step
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The second step results in the first stage, the Rubik’s Cube is rotated on the left side rotating
around the x-axis by 90° counterclockwise (L"). So that the following results are obtained:

#|P| 2| a alP|"r]a

S|T|h|G 6| T|h|G

C|S|R C|S|R

Qly|&| > | V| &>
Fet|*|ofa|k|VIX|M[2|~|T|/|P|t]|{ olzZ|}|QX|K|V[X|M|[2|~|T|/|P|t]|Q
fTa RN |6 |u|[x][v]z]alalz]r|v]e| [*|k|[w|e|x]u|~[x|v]z]alal2]r]|v]"
a|M[w[)|o]|(|n][x]v UlV[s|x|x|x tlalm|} x| {|w|lx|v|rRlu|lv|s|x|x]|s
ilelal . [7]alx|n )~ x]x|x Fly|al[x]7z]alx|n]:{1]~[\]x][x]#

X|X[|X|X X|X|X|[X

X|X|[X|X X|X|X|[X

x|x|x]¢ @|x| x|

X|x|[x]ec (x| x|c

Figure 5. Initialize encryption process with the 4 x 4 x 4 Rubik's Cube second step

In the third step, the Rubik's Cube generated in the second stage of rotation of the top side
rotates around the y-axis by 180° (U2). The following results were obtained:

a }a >y | &),

T|h|G) r{s|c|D

blcls G|h|T|6

,'f > a|r|P|a
olz|y|QIX|K|V|X[M|[2|~|T|/|P|t]|Q Mlz|~|T|/|P|tlQ|O|Z]|}|Q[X|K]|V[X
*IK|lwl@|X|U|~[X|V|2|a|la|2|r]|V *IK|wl@|X|U|~|[X|V|2|a|a|2|r|Vv]"®
tla[M|} | X|{|%|X|V|R|U|V|S|X|X]|S tla|M|}|X|[{|%|X|V|R|U[V|S|[X|X|S
F|]|a X|7a|X|N|:|[1|~[\|x|x|# Fl]|a X|7|a|X|N I~ x| x| #

X|X|X|X X|X|X|X

X|X|X|X X|X|X|X

@|x|[x]|{ @ X|X|{

{|X[X|c {|1X|X|c

Figure 6. Initialize encryption process with the 4 x 4 x 4 Rubik's Cube third step

In the fourth step, the Rubik's Cube generated in the third stage of rotation of the bottom side
rotates around the y-axis by 90° clockwise(D). The following results were obtained:

>y | &, >y | &,

r|S|C|D r{S|{C|D

G|h|[T|6 G|h|T|6

alfr|P|a a|M|P|a
mlz|~[t|/p|clalolz]~]aolx]x]|v]x] [m]z]~[T|/][P|t][alolz]}lalx]k|v][x
*IK|lwl@|X|U|~{X|V|2|ala|2|r |V *IK|wl@|X|U|~[X|V|2|a|la|2|r|Vv]|"®
tla|M|}[X|{|%|X|V|IR|U|IV|S|X|X tla|/M|}[X|{|%|X|V|R|U|V|S|X[X]|S
F]a'X7aXN:l"\XX# \XX#F]a”X7aXN TR

X | XN X tle|x|x

yIx[x|x x[x[x[x

lx]x] x| x| x|x

Tlx[x]c el rlx|x

Figure 7. Initialize encryption process with the 4 X 4 x 4 Rubik's Cube fourth step

In the fifth step, the Rubik’s Cube generated in the fourth stage of rotation of the front side
rotates around the z-axis by 90° clockwise (F). The following results were obtained:
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>y |&], >y &,

r|{S|{C|D r|S|C|D

G|h|T|6 G|h|T|e6

alr|P|a #(}|@|T
M2 || T|/|PEt|QIO|Z|}|Q|X|K|V|X M{2|*|{|F[X|X|/|a|Z|}|Q|X|K V|X
*Kw@)’fﬁXVZaaer' *TKlwl@|][{|U|P|~|2|ala|2|r|Vv]"
taM}fX{%XVRUVSXXS tjla|M|X|a|%|~|t|P|R|U|V|S|X | X|S
\N[X|X|# Jla|"|X|7|a|X[N|:|[I["* N XXX "[X|X|Q|a|7 a[X|N|: | T|"*

{|l@|X|X X|v|v|o

X|X|X|X X[X|X|X

X|X|X|X X[X|X|X

c| {[|X]|X c|{|X|X

Figure 8. Initialize the encryption process with the 4 x 4 x 4 Rubik's Cube fifth step

In the sixth step, the back side rotation rotates around the z-axis by 180° (B2). The following
results were obtained:

>|v|&]|, X[X|{]|c

r{S|C|D r|S|C|D

G|h|T|6 G|h|T|6

#1)|@|T # ) |@|T
MZ"{FXX/aZ}TXK-\VX X(2[~|{|F|X|X|/|a|Z|}[\[*|1]:]|N
*KW@J{UP"Zaag/r’v-' ViK|lwl@| ] |{|U|P|2|2]|a|t|S|X|X|S
tla[m|x]alw|~|c[P|r[U|V|E]|x]x alalm|x|alw|~|e|p[R[U[*|[[v]r]2
\ x| x| x| [x[x][elal7]a|[x|N|<ErTr Qlx|x|x||x|x[ala|7]a|M|[x]|v]|K|[x

X|Vv|Vv| 0 X|V|V|O0

X|X|X|X XX |X[X

X|X|X|X XX |X[X

c|{|X|X |V | &>

Figure 9. Initialize encryption process with the 4 x 4 x 4 Rubik's Cube sixth step

In the last step, the Rubik's Cube generated in the sixth stage is rotated around the z-axis by
180° on the back side (U'"). So that the ciphertext results are obtained as follows:

X {]c c|(D|6|T
r D (lelr|e
DR x[s|n[3
#|1|efr X[r|c|#
X2~ {|F|IX[X|/|a|Z|}|N|~|L]|:N a1 NIX|2|~|(|FIX|X|/|a|Z]|}]|\
VIK|wl@|]|{|u|p|[a|2|alt|S|X|X]|S VIK|lw|@|]|[{|u|P|[A|2]a|t|S|X|X]|S
ala|/M[{X|a|%|*|t|P|R[U|*[ " |v|r]|2 aja(M(X|a|%|*|t|/P|R|U|*|“|v|r|2
QX |[x|[X|“|X[X|Q|a|7|a|M|X|V|K|X QX |x|X|*“|X|X|Q|a|7]|a| M|X|V|K|X
X|v(|v|o X\ v|ivi|io
X|x|[X|X X | X|X[X
X|X|X X|X|X[X
V| &[> Y| &)=

Figure 10.Initialize encryption process with the 4 x 4 x 4 Rubik's Cube seventh step

Based on the encryption process above, the ciphertext obtained is as follows:
cD6T{CT@XSh}XrG#': NVKw@aaMXQXXXX2"{J{UPa%"t"XXQFXX /*2atPRU
* a7aMaZ\SXXS'vr2XVKXXVVOXXXXXXXX, y& >

Decryption Process For the 4 X 4 X 4 Rubik’s Cube
Ciphertext :
cD6T{CT@XSh}XrG#": NVKw@aaMXQXXXX2"{J{UPa%"t"XXQFXX /*2atPRU
* a7aMaZ\SXXS'vr2XVKXXVVOXXXXXXXX, y& >
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Key:R—L —U2—-D—-F—-B2-U'
Keyinverse : U —-B2—F' —D'—U2—-L—R'

# P |~y

S| T | h 5

Jlal|x|z|se|Uuf~r|c|*]alu|l1|{]|r]|v]e@
a | M|w|3}|D|{|%|r|2]|2]|R X | X | X|X
1@ | Q 7 la|l>|[M|V|V|N|Xx|x]|x]|X

X[ X | X | X

X | X | X | X

Figure 11. Decryption result of the 4 X 4 x 4 Rubik's Cube

Based on the the 4 x 4 x 4 Rubik's Cube decryption process, the following plaintext is
obtained:
#PM\SThS’CS2Qy&/Ft * OjaKZaMw}"}Y@QaKVa6U"GD{%r, 7a
> TaV " aUI22R: MVVNcPt{{rv@

Vigenere Cipher
The Vigenere Cipher decryption process is almost the same as the encryption process, using the
Matematika_ 2018 key.
Ciphertext and keys are substituted into numbers based on the values in the American Standard
Code for Information Interchange (ASCII) table which can be seen in Table 3 below.
Ciphertext :
#PM\SThS’CS2Qy&/Ft * OjaKZaMw}"Y@QaKVa6U"GD{%r, 7a
> TaV *aUI22R: MVVNcPt{{rv@
Key : Matematika 2018
Table 3. ASCII Symbols and Character Convertion

C # P A \ S T h S ‘ C
Nilai ASCII 35 80 94 92 83 84 104 83 96 67
K; M a T e m A t i k a
Nilai ASCII 77 97 116 101 109 97 116 105 107 97
C; S 2 Q Y & / F t * 0
Nilai ASCII 83 50 81 121 38 47 70 116 42 79
K; _ 2 0 1 8 M a t e m
Nilai ASCII 95 50 48 49 56 77 97 116 101 109
C; J A K Z a M w } “ }
Nilai ASCII 74 97 75 90 97 77 119 125 34 125
K; a t | k a _ 2 0 1 8
Nilai ASCII 97 116 105 107 97 95 50 48 49 56
C; @ Q A K \ a 6 U N G
Nilai ASCII 64 81 97 75 86 97 54 85 94 71
K; M A T e m a t i k a

290



Nilai ASCII 77 97 116 101 109 97 116 105 107 97
C; D { % R , 7 a > T a

Nilai ASCII 68 123 37 114 44 55 97 62 84 97
K; _ 2 0 1 8 M a t e m

Nilai ASCII 95 50 48 49 56 77 97 116 101 109
C; V A A a U | 2 2 R :

Nilai ASCII 86 94 94 97 85 73 50 50 82 58
K; a t [ k a _ 2 0 1 8

Nilai ASCII 97 116 105 107 97 95 50 48 49 56
C; M \Y% \Y% N c P t { { r

Nilai ASCII 77 86 86 78 99 80 116 123 123 114
K; M a T e m a t i k a

Nilai ASCII 77 97 116 101 109 97 116 105 107 97
C; \Y% @

Nilai ASCII 118 64
K; _ 2

Nilai ASCII 95 50

After being substituted, the following decryption process is carried out one by one:
Pi = dk(Cl) = ((Cl_Kl) m0d95) + 32

P1 =((C1—K1)m0d95)+32
=((35-77)mod95)+32=85=U
Pz =((C2—K2)m0d95)+32

=((80—-97)mod95)+32=110=n
P3 =((C3_K3)m0d95)+32
((94—116) mod 95 ) + 32 =105 =i

=((92-101)mod95)+32=118=v
P5 =((C5—K5)m0d95)+32

((83-109)mod95)+32=101=¢

Peg = ((Cgg — Kgg ) mod 95) + 32
=((123 —105)mod 95) +32 =50 =2
Peo = ((Cgo — K9 ) mod 95) + 32
=((123-107)mod 95) +32=48=0
P,o = ((Cyo — K79 ) mod 95) + 32
=((114—97)mod95) +32=49=1
P,y =((Cyy —K;1)mod95) + 32
=((118—-95)mod 95) +32=55=7
P;, =((Cyp — Ky )mod95) + 32
= ((64—50)mod 95) +32 =46 =.

Based on the Vigenere Cipher decryption process, the plaintext is recovered as follows:
Universitas Ahmad Dahlan memperoleh Akreditasi Institusi “A” pada tahun 2017.

Encryption Simulation Process Using Python Base Language, Google
colab

Python is a simple programming language. Unlike other languages that are difficult to read and
understand, Python places more emphasis on code readability to make it easier to understand
syntax. This makes Python very easy to learn both for beginners and for those who have
mastered other programming languages. Python is a high-level programming language (High-
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Level Language). Python is a programming language that is ranked as the 5th most used
programming language in the world (Trisno, 2016).

The encryption process in Python is divided into two stages, namely encoding with the Vigenere
Cipher and the 4 x 4x4 Rubik's Cube methods. In the process of encoding the Vigenere Cipher
method in Python, the following display will appear.

Proses yang di inginkan :

1- Encrypt

2- Decrypt

1

Pesan: Universitas Ahmad Dahlan memperoleh Akreditasi Institusi "A" tahun 2@17.
Kunci: Matematika_2818

#PAN\SThS™ C52Qy&/ FT*0JaKZaMw} " }EQakvasU GD{ %r, 7a>Tav " aUI22R :MVWNcPE{{rv@

Figure 12. Vigenere Cipher encryption process in Python

Figure 12 will encrypt the sentence that Ahmad Dahlan University obtained Institutional
Accreditation "A" in 2017. The encoding process begins by entering the desired process, 1 for
the encryption process and 2 for the decryption process. Then enter the desired message and
key, then the ciphertext message appears: #PM\SThS'CS2Qy&/Ft *
OjaKZaMw}'}@QaKVa6U"GD{%r,7a > TaV*"aUI22R: MVVNcPt{{rv@ .
After the encryption process is carried out using the Vigenere Cipher method, it will then be
encrypted with a 4 X 4 X 4 Rubik's Cube. The key to be used is “R — L' — U2 —-D — F —
B2 — U’ . So the display will appear as shown below:
Message: #P"\STh5'C52Qy&/Ft*0jakZiaMw}™ H@QakvasU~aD{%r, 7a>Tav"
[35 88 04 92]
[ 83 84 104 83]
[25 67 83 58]
[ 81 121 38 47]
[ 70 116 42 79][97 75 86 97][84 97 86 94][ 99 80 116 123]
[186 97 75 9@][54 85 94 71][94 97 85 73][123 114 118 64]
[ 97 77 119 125][ 68 123 37 114][50 5@ 82 58][32 88 838 88]
[ 20 125 &4 81][44 55 97 62][77 26 26 72][8% 28 28 28]
[88 88 88 88]
[82 88 88 83]
[22 23 28 23]
[88 88 88 88]

Key: C1-C4-R5-R1-L6-L2-R4

[99 68 54 84]

[123 67 84 64]

[ 32 83 104 125]

[ 88 114 71 35]
[94 73 58 78][ 88 5@ 04 123][70 88 88 47][ 97 9@ 125 92]
[ 86 75 119 64][186 123 85 88][ 94 58 97 116][83 88 88 83]
[97 97 77 88][ 97 37 94 116][80 82 85 42][ 25 118 114 58]
[81 88 88 88][29 88 88 81][97 55 97 77][88 86 75 88]

[88 86 86 79]

[88 88 88 88]

[88 88 88 88]

[ 44 121 38 62]

Figure 13. 4 x 4 x 4 Rubik's Cube encryption process in Python
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Based on the picture above, the encryption results are obtained as follows:

99 68 54 84 123 67 84 64 32 83 104 125 88 114 71 35 94 73 58 78 86 75 119 64
97 97 77 88 81 88 88 88 88 50 94 123 106 123 85 80 97 37 94 116 29 88 88 81
70 88 88 47 94 50 97 116 88 82 85 42 97 55 97 77 97 90 125 92 83 88 88 83 25
118 114 50 88 86 75 88 88 86 86 79 83 88 88 88 88 88 88 88 44 121 38 62
Then the results of the encryption are converted to ASCII characters as shown below:

v ° print(chr(32),chr(32),chr(32),chr(32),chr(99), chr(68),chr(54),chr({s4))
print(chr(32),chr(32),chr(32),chr(32), chr(123),chr(67),chr(84),chr(64))
print(chr(32),chr(32),chr(32),chr(32), chr(88),chr(83),chr(184),chr(125))
print(chr(32
print(chr(9o4
print(chr(86
print(chr(97
print(chr(s1
print(chr(32
print(chr(32
print(chr(32
print(chr(32

chr(32),chr(32),chr(32),chr(88),chr(114),chr(71}),chr(35))

chr(73),chr(58),chr(78), chr(88), chr(50),chr(94),chr(123),chr(78),chr(88),chr(88),chr(47),chr(97), chr(98), chr(125),chr(92))
chr(75),chr(119), chr(64), chr (186 hr(123) ,chr(85),chr(88), chr(94), chr(58),chr(97) ,chr(116),chr(83), chr(88),chr(88),chr(83))
chr(97),chr(77),chr(88), chr(97),chr(37),chr(24),chr(116),chr(80),chr(82),chr(85),chr(42),chr(39), chr(118),chr(114),chr(5e))
chr(88),chr(88),chr(88), chr(34), chr(88),chr(88),chr(81), chr(97), chr(55), chr(97),chr(77),chr(88), chr(86),chr(75),chr(88))
chr(32),chr(32),chr(32), chr(88),chr(86),chr(86),chr(79))

chr(32),chr(32),chr(32),chr(88),chr(88),chr(88),chr(88))

chr(32),chr(32),chr(32), chr(88), chr(88),chr(88),chr(88))

chr(32),chr(32),chr(32), chr(44),chr(121),chr(38}),chr(62))

)s
)s
)s
)s
)s
)s
)s
)s
)s
)s
)s
)s

=3 cD6T
{cte
Xsh?d
XrG#
I:NX2~{FXX/azZl}\
VKw@j{UP~2atsxXxs
aaMXaX¥~"tPRU™ " "vr2
QXXX"XXQa7aMXVKX
XVvo
X XXX
XX XX
sy &>

Figure 14. Conversion to ASCII characters
So the encryption results are obtained as follows:
cD6T{CT@XSh}XrG#": NVKw@aaMXQXXXX2"{J{UPa%"t"XXQFXX/"2atPRU
* a7aMaZ\SXXS'vr2XVKXXVVOXXXXXXXX, y& >

Decryption Process

In the decryption process, the first thing to do is to decrypt it using a 4 X 4 x 4 Rubik's Cube.
The plaintext of the second encryption is:

cD6T{CT@XSh}XrG#": NVKw@aaMXQXXXX2"{J{UPa%"t"XXQFXX/"2atPRU *
a7aMaZ\SXXS'vr2XVKXXVVOXXXXXXXX,y& > .

Then the key used is the reverse of the key in the previous encryption process The following
key is obtained "U — B2 — FA' — D — U2 — L — R"". The process can be seen in the following
image:

[»> Message: cDET{CT@XSh}XrG#"T:NVKw@aaMXQXXXX2"{I{UPa%k"t"XXQFXX/"2atPRU*a7aMaZ}\SXXS ' vP2XVKXXVVOXXOXXX, y&>
[99 68 54 84]
[123 67 84 64]
[ 88 83 104 125]
[ 88 114 71 35]
[e4 73 58 78][ 88 5@ 04 123][7@ 88 88 47][ 97 98 125 02]
[ 8 75 119 64][ 74 123 85 8e][ 94 5@ 07 116][83 82 88 83]
[97 97 77 88][ 97 37 o4 116][8e 82 85 42][ 30 118 114 50]
[81 88 88 88][34 88 88 21][97 55 07 77][88 86 75 88]
[88 86 86 79]
[88 88 88 88]
[88 88 88 88]
[ 44 121 38 62]

Key: R6-L2-14-R3-R5-C6-C3
[ 99 38 121 92]
[ 586 24 184 39]
[83 67 83 23]
[81 24 8@ 47]
[ 81 88 123 34)[62 73 58 44][88 86 86 77][ 88 30 116 24]
[125 118 77 ©7][54 85 04 71][86 82 5@ 58][28 28 88 64]
[e@ 75 07 74][ 68 123 37 114][75 85 07 24][ 64 118 114 125]
[ 79 42 116 7@][97 55 97 ©7][88 86 07 28][123 88 88 35]
[94 28 88 78]
[88 28 88 28]
[83 28 88 28]
[88 38 38 28]

Figure 15. 4 x 4 x 4 Rubik's Cube decryption process in Python

293



Based on Figure 15, the results of the decription are as follows:
99 38 121 92 50 84 104 39 83 67 83 83 81 94 80 47 81 88 123 34 125 119 77 97
90 75 97 74 79 42 116 70 62 73 58 44 54 85 94 71 123 37 114 97 55 97 97 88
86 86 77 86 82 50 50 75 85 97 94 8886 97 88 88 80 116 84 83 88 88 64 64 118
114 125 123 88 88 35 94 88 88 78 88 88 88 83 88 88 88 88 83 88 88 88
Then the results of the decryption are converted to ASCII characters as shown below:

. ° print

print
print
print
print

chr(32), chr(32),chr(32),chr(32),chr(35),chr(se),chr(94),chr(92))

chr(32),chr(32),chr(32),chr(32),chr(83),chr(84),chr(184),chr(83))

chr(32),chr(32),chr(32),chr(32),chr(39),chr(67),chr(83),chr(50))

chr(32),chr(32),chr(32),chr(32),chr(81),chr(121),chr(38),chr(47))

chr(7@), chr(116),chr(42), chr(79),chr(97), chr(75), chr(86) ,chr(97),chr(84),chr(97) ,chr(86) ,chr(24),chr(99), chr(8@),chr(116), chr(123))

print(chr(74),chr(97),chr(75),chr(90e), chr(54),chr(94),chr(37),chr(71),chr(94), chr(97),chr(85), chr(73),chr(123), chr(114), chr(118),chr(64))
print{chr(97),chr(77),chr(119), chr(125),chr(68),chr(85),chr(123),chr(114), chr(58),chr (50}, chr(82),chr(58),chr(88),chr(88),chr(88),chr(88))
print(chr(34),chr(125),chr(64),chr(81),chr(44),chr(55),chr(97),chr(62),chr(77),chr(86),chr(86),chr(78),chr(88),chr(88),chr(88),chr(28))
print(chr(32),chr(32),chr(32),chr(32),chr(88),chr(88),chr(88),chr(88))
print(chr(32),chr(32),chr(32),chr(32),c chr(88),chr(88),chr(88))
print(chr(32),chr(32),chr(32),chr(32),chr(88),chr(8s),chr(88),chr(8s))

)s (

print{chr(32),chr(32),chr(32),chr(32),chr(88),chr(88),chr(88),chr(88))

Figure 16. Conversion to ASCII characters

After the decryption process is carried out using the 4 x 4 x 4, Rubik's Cube, then the
Vigenere Cipher method is carried out as shown in the following image:

Proses yang di inginkan

1- Encrypt
2- Decrypt
2

Pesan: #P~\SThS CS2Qy&/Ftl0JaKZaMu}" HgQakKvasU~GD{%r,7a>Tav " alI22R: MWHNcPE{{rv@
Kunci: Matematika_2818
Universitas Ahmad dahlan memperoleh Akreditasi Institusi "A" tahun 2817.

Figure 17. Vigenere Cipher decryption process in Python

Based on Figure 17 we get the sentence
Universitas Ahmad Dahlan memperoleh Akreditasi Institusi “A” tahun 2017.

Limitation and Suggestion for Further Research

Further research is expected to improve existing deficiencies and is expected to further develop
what has been done in this research. For this reason, further research is recommended to develop
a document file security system for all types of documents with a security system using another
cryptographic algorithm or the latest which is better than the Vigenere Cipher and
4 x 4 x 4 Rubik's Cube cryptography, as well as the development of a Python program by
integrating the results of the Vigenere Cipher with the 4 X 4 X 4 Rubik's Cube.

CONCLUSIONS

Based on the discussion in this study, it can be concluded that the security in the encryption
process lies in the length of the Vigenere Cipher key character and the notation of the 4 x 4 X 4
Rubik's Cube movement. The encryption process using the Vigenere Cipher and 4 X 4 X 4
Rubik’'s Cube method produces a more random and complicated ciphertext. The use of two
types of ciphers allows the security of messages to be doubled.
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The encryption technique used using Vigenere Cipher with ASCII substitution
modification is performed by wusing the equation C; = e, (P;) =((C;—K; —
64) mod 95) + 32 encoding results then re-encoded using Rubik's Cube 4 x 4 x 4. The
message process uses 4 X 4 x 4 Rubik's Cube decryption followed by Vigenere Cipher
decryption using the equation P; = d; (C;) = ((C; — K;) mod 95) + 32.

In this study, the encoding process manually takes a very long time. But with the help of
Python, we can minimize the steps and errors made especially in the encoding process with the
4 X 4 X 4 Rubik's Cube which uses a lot of rotation on the key.
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